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2017 showed us that health care organizations can no 
longer treat security as an IT problem. Instead, they 
must recognize it as a business 
issue and deal with it accordingly. 
Unfortunately, health care leaders 
are stuck in the crosshairs of patients 
and hackers. While patents require 
transparency, access to information, 
and assurance that their personal 
health information will remain safe, 
hackers are busy compromising 
patient health information at a faster 
speed than ever before. 

According to the Office for Civil Rights 
(OCR), the number of entities impacted 
by a major cybersecurity breach 
increased 25 percent over the last 12 
months. This validates the fear of many 
health care organizations; hackers 
have momentum and breaches are 
happening more than ever before. As 
of mid-November 2017, a total of 303 health care entities 
had experienced a large breach. This is on pace to surpass 
the 327 breaches experienced in 2016. 

Just as the Enron scandal of the early 2000s triggered a 
change in accounting standards, experts predict that the 
Equifax breach of 2017 will have the same significant 
impact on cybersecurity regulation. This event impacted 
the majority of consumers in some way and is already 
altering consumer behavior. In fact, according to PwC Health 

Research Institute, over 40 percent of consumers would 
abandon or hesitate to use a health care organization if it 

had been hacked. Even if that number 
were 5 or 10 percent, many health 
care organizations could not survive 
the ramifications associated with 
declining patient volume.

As health care IT organizations strive 
to become more accessible and 
“open” to support patient engagement 
initiatives, hackers continue to 
exploit health care organizations for 
monetary gain. In most cases, the 
required investment for cybersecurity 
is overlooked or underfunded until 
an incident occurs. At that point, the 
damage to an organization’s reputation 
may have already transpired.

The 2018 Horizon Report, which 
provides a review of the current state 

of cybersecurity in the health care industry and includes 
predictions for the future. Some of these predictions include:

1. Double-digit increase in breaches. Health care will 
experience a 10-20 percent increase in the number of 
entities breached, with providers being the most targeted 
and exploited segment. 

2. More variants of Wannacry ransomware. In May 2017, 
many companies around the world fell victim to the 
WannaCry ransomeware attack. With unpatched systems 

by Dan L . Dodson 

THE BOTTOM LINE IS 

THAT HEALTH CARE 

ORGANIZATIONS MUST 

STRIKE A BALANCE 

BETWEEN ENABLING 

PATIENT ENGAGEMENT 

INITIATIVES AND 

SECURING PATIENT 

DATA.



9CaliforniaHIA.org

still prevalent to WannaCry, it is safe to assume hackers 
will release additional, more intelligent variants of 
WannaCry in 2018.

3. Breaches due to business associate neglect on the 
rise. In 2017, OCR identified at least 18 breaches due 
to business associate neglect, more importantly, failure 
by the covered entity to manage that risk. Health care 

Many Americans knew of cybersecurity breaches 
prior to this year, but the large-scale impact of 
the Equifax breach of 2017 put them on the map 
for most of us. From dinner table to conference 
table, the breach started numerous conversations 
about protecting personal information. In turn, it 
caused many organizations to re-evaluate their 
cybersecurity program. Just as the Enron scandal 
of the early 2000s triggered a change in accounting 
standards, experts predict that, over time, this 
breach will have a significant impact on regulation.

Unfortunately, health care leaders are stuck in the 
crosshairs of consumers and hackers.  As health 
care leaders, we must evaluate and manage 
cybersecurity risks like any other risk and be 
proactive in protecting our organization. Managing 
cyber risk is complicated and, to be successful, your 
entire organization must be engaged. 

Recent penetration testing conducted between 2015 
and 2017, revealed a host of alarming statistics:
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Dan helps health care organizations effectively 
develop the best path forward for their security 
program based on their unique needs and current 
situation. Dan has spoken at industry leading 
conferences including HIT Summits, CHIME and 
HIMSS events. He currently serves on the Southern 
Methodist University Cyber Security advisory board.
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of web application tests result in 
demonstrating the ability to access 
ePHI

of network tests demonstrated the 
ability to gain access to ePHI

of external network/web application 
tests result in the discovery of public 
exposure of sensitive data without 
authentication

of network tests involve compromise 
due to remote code execution 
vulnerabilities

of network tests involve compromise 
due to an insecure Citrix / VMware 
Horizon / SSL VPN environment

of network tests involve compromise 
due to a weak password
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covered entities will continue to experience risk and 
possible breaches in 2018 unless effective business 
associate risk programs are established. 

4. Increased threat to IoT devices. Medical devices 
constitute a large number of Internet of Things (IoT) 
devices currently attached to health care networks 
around the world. In October 2017, newer, more powerful 
versions of IoT malware (e.g. Reaper and IoTroop) were 
discovered in the wild. Malware spreads very easily 
through IoT devices with little or no security. We should 
expect this malware to be seen in more health care IoT 
devices in 2018 – if they’re not there already.

The bottom line is that health care organizations must strike 
a balance between enabling patient engagement initiatives 
and securing patient data. Unfortunately, there is no simple 
fix for this complex challenge. Organizations must develop 
and execute the fundamentals of security first, before 
exploring advanced solutions. This requires a defensive 
in-depth approach to cybersecurity that is grounded in a 
detailed HIPAA Security Risk Analysis and a companion 
corrective action plan.
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